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La sécurité dans vos 
applications 
OpenEdge : 
facultative, obligatoire 
ou indispensable ?
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Sécurité Une vaste étendue.. avec des 
risques

Stratégies
de 

Sécurité

Physiques 
(accès aux 

locaux)

Systèmes
(Disponibilité)

Données
(Stockées , en

Transit)

Accès aux 
Applications

(authentification , 
Authorisation)

https://www.progress.com/
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Besoin de Sécurité pour ces 2 activités ?

https://www.progress.com/
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Agenda

• Why Security Matters

• How Progress Helps Secure 

Your Application

• OpenEdge 12.8 Security 

Features

• Demo : PASOE & Keycloak

• TDE

• DDM



The enemy is getting smarter. 

They’re AI-enabled and they’re 

relentless.
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You Don’t Want This to Be You

ÇÇ
Disney lost 1 

terabyte of content 

in July 2024 from 

Slack. Now leaving 

Slack.

ÇÇ
23andMe lost 

genetic information 

on 6.4 million 

customers and 

settled lawsuit for 

$30M.

ÇÇ
DICK’S Sporting 

Goods had to shut 

down email 

after an attack.

ÇÇ
Temu may have 

lost 87 Billion data 

records. They have 

not yet confirmed.

https://www.progress.com/
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- Sun Tzu

Attack him where he is 

unprepared, appear where 

you are unexpected.

https://www.progress.com/
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Education is Critical

• “But we’re behind the firewall…”

• “...Oooh, you mean test systems need 

protecting too!”

• “…There was this strange email... I 

clicked on it…”

• “No one told me...” 

• “Wait, isn't that the vendor's job?" 



We are all responsible 
for our application 

security.
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What Is Application Security?

• The set of procedures, industry standards and 

technological tools used to prevent unauthorized 

access to application data is known as business 

application security. 

• The major areas where there is an IT security focus 

include:

ÇÇ
Disk Storage Operating

System

Network

Connectivity

Third-Party

Integrations

Application

Authentication & 

Authorization

Data

https://www.progress.com/
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Discovering what is concerned by Security
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https://www.progress.com/


How Progress Helps 
Secure Your Application
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Our Commitment to You: 
Platform Security
• An OpenEdge application is a combination of the 

OpenEdge platform plus the ABL code written by our 

customers

• The security of the platform, code written by 

Progress and 3rd party libraries, is maintained by 

Progress

• The security of the application is maintained by 

OpenEdge customers (developers), in concert with 

the security features supplied by the platform

• This presentation primarily focuses on application 

security features 

https://www.progress.com/
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Identity Management

• A set of systems and tools to control the user identities encountered by 

OpenEdge.

• Provides options to manage identity without the need for application code 

changes.

• Allows the resources of an information system—including applications and 

data—to be accessed only by trusted users in a manner that is appropriate 

for each individual user or group of users.

• An authentication system serves as the gateway for all access to the 

information system. 

• An authorization system determines if and how a user can access the 

resource.

• Both could be built using ABL, however, most prefer to use vendor-supplied 

solutions (Active Directory, LDAP, etc.) that OpenEdge integrates with

https://www.progress.com/
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Protecting Data in Motion

• The OpenEdge team balances backward compatibility with eliminating well-known 

vulnerable protocols, cryptography hashes and encryption

What is TLS? TLS (formerly SSL) is a point-to-point authenticated connection for secure 

data communications.

Purpose

Benefits of TLS

Authentication Confidentiality Integrity

Implementation Digital Certificates Encryption Message Digest

Protection against cyber threats 

like eavesdropping, session 

hijacking

Reduce breach costs and 

insurance premiums

Interoperability

Compliance and regulatory 

requirements

Build trust with customers

https://www.progress.com/


How to Secure Your 

Application with 

OpenEdge 12
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OpenEdge 12.8 Security Features

• Progress Application Server (PAS) for OpenEdge

• OpenEdge Authentication Gateway

• OpenEdge Advanced Security

• Dynamic Data Masking (DDM)

• Hardware Security Module (HSM)

• JSON Web Encryption

• Transparent Data Encryption (TDE)*

https://www.progress.com/
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The Foundation: PAS for 
OpenEdge

• Released in OpenEdge 11.5 (December 2014)

• Built on the Tomcat Web Server

• Includes Spring Security Framework

• Foundation for the OpenEdge Authentication 

Gateway

• The only Application Server available in 

OpenEdge 12

https://www.progress.com/
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Progress Application Server (PAS) for OpenEdge

Scalable, Secure and Standards-Based

Easily create, manage 

and leverage APls 

for optimal extensibility

Increase developer

productivity by leveraging 

ABL codebase

Evolve your application to meet user demands and scale as your business grows

Standards-based for 

optimized performance 

and enhanced security

Designed for cloud, 

SaaS and mobile-

first deployments.

Session Manager

WEB

Transport

SOAP

Transport

REST

Transport
APSV Transport

SOAP Client WebSpeed ClientABL Client

Multi-Session Agent

Monitoring

& Resources

Security Modernization

https://www.progress.com/
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PAS for OpenEdge Security Stack

• Contains 5 layers of protection as shown 

on the right

• Additional capability includes:

• HTTPS TLS

• Java servlet authentication and 

authorization

• Spring-based authentication, 

authorization and HTTP session 

management

• Validation of OpenEdge Client Principal 

objects

Apache Tomcat Web Server Layer

Java Servlet Container Layer

ABL Web App Layer

ABL Business Logic Layer

Database Layer

JVM 

Security

OS’s File System Security

https://www.progress.com/
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OpenEdge Authentication Gateway

• Facilitates trusted identity management by 

hardening the security of your OpenEdge 

application environment

• Redirects all access requests to a secure 

token service (STS) that confirms user 

legitimacy and helps protect against 

malicious data manipulation

• Prevents rogue clients from going around 

the authentication and accessing the 

database or other application components 

directly

• Supports compliance with regulation 

requirements to minimize business risk

https://www.progress.com/
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OpenEdge Authentication Gateway 
Key Features

• Redirects initial access requests to a secure token service (STS) 

that confirms user legitimacy

• Assigns a standard, strongly encrypted Client Principal token to 

authenticated clients to act as the data record that helps protect 

against strong cryptography manipulation

• Client Principal maintains a chain of trust between the token and 

OpenEdge application

• Makes authorization decisions for trusted users to support proper 

data access

• Integrates with popular identity-related services such as LDAP 

and Active Directory

https://www.progress.com/
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Démo PASOE Sécurité
Webapp

Apache Tomcat Web Server Layer

Java Servlet Container Layer

ABL Web App Layer

ABL Business Logic Layer

Database Layer

JVM 

Security

OS’s File System Security

A qui fait on référence avec ces images? 
Merci de garder votre idée pour la fin de la 

présentation ?

https://www.progress.com/
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PASOE : Exemple de Sécurisation

• PASOE : Resource Server

• Secure APIs , Back end access

• Client Application : Application Web 

• Authorization Server (IDP) : Keycloak

https://www.progress.com/
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Web for Desktop

PASOE

4 Public Key Verification

http://localhost:8080/auth/realms/loulou/protocol/openid-connect/certs

•{"kid": "NNj_N_ySDycNQUIZyJJW-
2Hk2AnNU3ZBfkDeA87XSiw",

https://www.progress.com/
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http://localhost:9010/KCClient/static/oauth/loginPage.html

https://www.progress.com/
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http://localhost:9010/RestKeycloak/rest/RestKeycloakService/beCustomer

https://www.progress.com/
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http://localhost:9010/RestKeycloak/rest/RestKeycloakServi
ce/beCustomer

• Après expiration du Token (60s)

https://www.progress.com/
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https://www.progress.com/
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https://www.progress.com/
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https://www.progress.com/
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https://www.progress.com/
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1 Connect

2 JWT Token

{

"access_token": 

"eyJhbGciOiJSUzI1NiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICJOTmpfTl95U0R5Y05RVUlaeUpKVy0ySGsyQW

5OVTNaQmZrRGVBODdYU2l3In0.eyJleHAiOjE3NDcxMzczMjUsImlhdCI6MTc0NzEzNzE0NSwianRpIjoi

YTVmN2EzNzctMWZkMi00Y2JlLTg0MjgtZTEwMjRiNTIwZDNiIiwiaXNzIjoiaHR0cDovLzE5Mi4xNjguMS4

3MTo4MDgwL2F1dGgvcmVhbG1zL2xvdWxvdSIsInN1YiI6IjcyY2ZhODA3LTIyMGUtNGVlNi1iMGIzLTM3

OWI3NzRhZGFkYSIsInR5cCI6IkJlYXJlciIsImF6cCI6ImFkbWluLWNsaSIsInNlc3Npb25fc3RhdGUiOiJlZD

NmYTJlNi01YzJkLTQ2ZmQtYmY0MS01MGEyZThhNDBmZTUiLCJhY3IiOiIxIiwic2NvcGUiOiJlbWFpbCB

wcm9maWxlIiwic2lkIjoiZWQzZmEyZTYtNWMyZC00NmZkLWJmNDEtNTBhMmU4YTQwZmU1IiwiZW1h

aWxfdmVyaWZpZWQiOmZhbHNlLCJuYW1lIjoibHVsdSBsdWx1IiwicHJlZmVycmVkX3VzZXJuYW1lIjoib

HVsdSIsImdpdmVuX25hbWUiOiJsdWx1IiwibG9jYWxlIjoiZW4iLCJmYW1pbHlfbmFtZSI6Imx1bHUiLCJlb

WFpbCI6Imx1bHVAcHJvZ3Jlc3MifQ.RdjyRadUajkSmGIDFJTq5-

qSfp9e0nEon8dsjP0F6iJLxU1syHPSKnMgjo6V4HZwzEOi3Pz2LPhBixYwNzJsnMafEStAyxaWjV8XSCeC

Li4f3AdkTRCJAffNFpsTDXTeRZPE_H2nqPkyE6zSJR7B4fHSR_oMB7zZYM0p2H0aGP68hPtdGAq5YQ

RK-

JL2umCpvTrIveWNVsAGmFXINV3ForUyaa1upKFFTkcfbscwgHGFntBxfxtmfcwSANIbBLPT7IIMg4tuRba

c2ubAGl1zkFBH1_8qiV4Mu9A1bEum-9bebD_00A3GaJK9Wja5xlFsti1gFRN49eBKMWsjmXtRwQ",

"expires_in": 179,

"refresh_expires_in": 1799,

"refresh_token": 

"eyJhbGciOiJIUzI1NiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICIxZmRkNjUyOS1hZTRjLTQ3ZDUtYjU1Ny0wYWN

iY2I2YjQxY2IifQ.eyJleHAiOjE3NDcxMzg5NDUsImlhdCI6MTc0NzEzNzE0NSwianRpIjoiODA2Yjk5OTMtM

GM5OS00MjMwLTgyMmMtNDQxY2Q3ODdiMWI0IiwiaXNzIjoiaHR0cDovLzE5Mi4xNjguMS43MTo4MDg

wL2F1dGgvcmVhbG1zL2xvdWxvdSIsImF1ZCI6Imh0dHA6Ly8xOTIuMTY4LjEuNzE6ODA4MC9hdXRoL3

JlYWxtcy9sb3Vsb3UiLCJzdWIiOiI3MmNmYTgwNy0yMjBlLTRlZTYtYjBiMy0zNzliNzc0YWRhZGEiLCJ0e

XAiOiJSZWZyZXNoIiwiYXpwIjoiYWRtaW4tY2xpIiwic2Vzc2lvbl9zdGF0ZSI6ImVkM2ZhMmU2LTVjMmQt

NDZmZC1iZjQxLTUwYTJlOGE0MGZlNSIsInNjb3BlIjoiZW1haWwgcHJvZmlsZSIsInNpZCI6ImVkM2ZhM

mU2LTVjMmQtNDZmZC1iZjQxLTUwYTJlOGE0MGZlNSJ9.vwDMe_AREg1qiBA6ww76AdArp2hoCBaB2

V9h7fC2p2w",

"token_type": "Bearer",

"not-before-policy": 0,

"session_state": "ed3fa2e6-5c2d-46fd-bf41-50a2e8a40fe5",

"scope": "email profile"

}

https://www.progress.com/
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1 Connect

2 JWT Token

https://www.progress.com/
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Jwt.io

https://www.progress.com/
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3 Authorization Bearer Token

https://www.progress.com/
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VAR HANDLE hCP.

var int i, propertyCount.

VAR CHAR propertyName.

hCP = SESSION:CURRENT-REQUEST-INFO:GETCLIENTPRINCIPAL ().

propertyCount = NUM-ENTRIES (hCP:LIST-PROPERTY-NAMES ()).

DO i = 1 TO propertyCount:

propertyName = ENTRY(i, hCP:LIST-PROPERTY-NAMES ()).

MESSAGE "  " propertyName hCP:GET-PROPERTY

(propertyName).   

END.

MESSAGE "  Roles " hCP:ROLES.

Activate.p : Claims ➔ pasoe log

https://www.progress.com/
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Debugging configuration

• $Catalina_base/ablapps/abl-app-name/conf/logging-ablapp.xml

• <logger name=“org.springframework.security.oauth2” level=“debug” />

• <logger name=“org.springframework.security.jwt” level=“debug” />

• <logger name=“org.springframework” level=“debug” />

• <logger name=“com.progress.appserv.services.security” level=“debug” />

https://www.progress.com/
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OpenEdge Advanced 
Security
• A collection of security capabilities including:

• Transparent Data Encryption (TDE)

• Dynamic Data Masking (DDM)

• Hardware Security Module (HSM)

• JSON Web Encryption (JWE)

https://www.progress.com/
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Protecting Data at Rest

Transparent Data Encryption (TDE)

• Controls access to OpenEdge Database 

information stored at rest, including backups and 

binary dumps.

• At runtime, data is unencrypted in memory so 

that no changes to the application business 

logic, user procedures, or DBA management 

processes, are required 

• Promotes data confidentiality using industry-

standard encryption ciphers, security key 

protection and storage to help resist attacks. 

https://www.progress.com/
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Dynamic Data Masking (DDM)

ÇÇ
Organizations must meet 

regulations and prevent 

sensitive information from 

being viewed by 

unauthorized users.

ÇÇ

First Name Last Name Credit Card

Liam Smith 4532 1234 5678 9012

Noah Jones 6011 2345 6789 0123

Emma Brown 5100 9876 5432 1098

Olivia Johnson 3712 3456 7890 1234

Authorized

Unauthorized

First Name Last Name Credit Card

Liam Smith XXXXXXXXXXXXX9012

Noah Jones XXXXXXXXXXXXX0123

Emma Brown XXXXXXXXXXXXX1098

Olivia Johnson XXXXXXXXXXXXX1234

✓ No code changes

✓ No changes to underlying 

data

✓ Configuration-based

✓ High performance, high 

availability 

https://www.progress.com/
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https://www.progress.com/
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https://www.progress.com/
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Dynamic Data Masking Key Features

• Audit Events and User States: You can use the audit events to track the DDM 

activities and changes, such as enabling, disabling, activating and deactivating 

DDM, as well as adding, modifying and deleting DDM rules.

• AVM Support for DDM: You can use the DDM authorization tags to grant or deny 

access to the sensitive data for different users and roles.

• Dump and Load DDM Data: Whether you're transitioning from development to 

production or any other scenario, this capability helps support the integrity of your 

DDM-enabled data.

• Database User Notify Integration: When you load DDM schema changes into a 

live database, OpenEdge uses its database user notification system to alert other 

connected clients of the change. 

https://www.progress.com/
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Hardware Security Module (HSM)

• An enterprise-scale physical computing device that:

• Helps safeguard and manage digital keys

• Performs encryption and decryption functions for digital signatures 

• Provides strong authentication and other cryptographic functions

• Allows you to store all your keys on your server, where users may access them 

to do business tasks in a more secure location

• Numerous industries require the highest level of security when 

storing and using cryptographic keys. HSM supports this with: 

• Tamper-resistant hardware

• Stored and protected keys made available to authorized users

• Keys that do not need to be loaded into the web/application server memory

https://www.progress.com/
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JSON Web Encryption (JWE)

• With JSON Web Encryption (JWE), users can communicate 

JSON-formatted data securely in a tamper-proof container

• Enables the establishment of certificates that limit who can and cannot 

access applications via user recognition

• Can be used for tasks like application login validation 

• Standards to safeguard user identification in business 

applications enable organizations to: 

• Confirm who is who when trying to access and use varying business 

applications and data 

• Keep information visible to only those permitted to view it 

https://www.progress.com/
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Progress Supports Compliance with 
Security Regulations

• It ultimately is up to you to utilize the available security features 

provided by OpenEdge so that your application is compliant:

• General Data Protection Regulation (GDPR)

• European Union Directive on Data Protection (EU-DPD)

• Payment Card Industry-Data Security Standard (PCI-DSS)

• Sarbanes-Oxley (SOX)

• Health Insurance Portability and Accountability Act (HIPAA)

• California Consumers Privacy Act (CCPA)

https://www.progress.com/
https://www.progress.com/
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Démo TDE

https://www.progress.com/
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Etapes pour encrypter

• prodb sports2000 sports2000

• prostrct add sports2000 encrypt_policy.st

• proutil sports2000 -C enableencryption

• Br0wnbag! (Admin) 0nePr0gress! (User)

• proutil sports2000 -C epolicy manage area encrypt "Cust_Data" -Passphrase

• proutil sports2000 -C epolicy manage area update "Cust_Data" –Passphrase

• proutil sports2000 -C epolicy manage table encrypt "Pub.Family" -

Passphrase

• proutil sports2000 -C epolicy manage table update "Pub.Family" -Passphrase

https://www.progress.com/
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Démo DDM

https://www.progress.com/
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ÇÇ

Increase in cyber 

attacks year over 

year in Europe

31%

Don’t Let This Be You

IBM, X-Force Threat Intelligence Index, 2024

ÇÇ

Of web application 

vulnerabilities, 30% 

were due to 

security 

misconfigurations

30%

ÇÇ

Percentage of 

critical 

infrastructure 

incidents where 

initial access vector 

could have been 

mitigated

84%

ÇÇ

Of the top 10 

attacked 

industries, 

manufacturing 

received 25.7% of 

all incidents.

25.7%

https://www.progress.com/
https://www.ibm.com/downloads/documents/us-en/107a02e952c8fe80
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Alors la Sécurité

•Facultative , Obligatoire ou Indipensable ?

https://www.progress.com/
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URL et liens utiles
• https://github.com/lkieffer2002/PUG2025FR

• https://github.com/mabihan/keycloak-angular-multi-tenant

• Image Docker avec Keycloak

• A besoin d’un Dockerfile

• Sample with google oAuth2 : https://community.progress.com/s/article/Sample-for-PASOE-

Support-for-JWT-and-OAuth-2-0

• https://community.progress.com/s/article/How-to-configure-PASOE-to-use-keyCloak-as-an-

OAuth-2-0-authentication-server

• https://docs.progress.com/bundle/openedge-pasoe-oauth2-quickstart/page/Configure-PAS-

for-OpenEdge-to-use-OAuth2.html

FROM quay.io/keycloak/keycloak:15.0.0

COPY scripts/startup.sh /opt/jboss/startup-scripts/startup.sh

COPY scripts/create-client.sh /tmp/create-client.sh

https://www.progress.com/
https://github.com/mabihan/keycloak-angular-multi-tenant
https://community.progress.com/s/article/Sample-for-PASOE-Support-for-JWT-and-OAuth-2-0
https://community.progress.com/s/article/Sample-for-PASOE-Support-for-JWT-and-OAuth-2-0
https://community.progress.com/s/article/How-to-configure-PASOE-to-use-keyCloak-as-an-OAuth-2-0-authentication-server
https://community.progress.com/s/article/How-to-configure-PASOE-to-use-keyCloak-as-an-OAuth-2-0-authentication-server
https://docs.progress.com/bundle/openedge-pasoe-oauth2-quickstart/page/Configure-PAS-for-OpenEdge-to-use-OAuth2.html
https://docs.progress.com/bundle/openedge-pasoe-oauth2-quickstart/page/Configure-PAS-for-OpenEdge-to-use-OAuth2.html
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Questions ?

Qui a trouvé et pourquoi ? 
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